FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM / FROJECTs f 

(tPR Cemer)| 

BIKR FBI lirngus: Asset IB: 


3*atk>naf hiteiiectsisd. Prope rty Rights Coordyustiors Center 


□ 


( ihh 

HU OtH'Vn I OH 

\ CSX \d' \l \ 

Name; AGCl 1 

j Office: Uuebectual Property Rights Unit 

S -i s 

i Fhoecl 1 

j Room Number: fPRC, Crystal City 

Phone:l 1 

Room Number: 7350 JFH 


Derived Frsssae 
OasBBed By:. 
.Reason:; 
BecDsvbY Ost; 


FBI DIVISION INTERMEDIATE APFROV.ALR 


| Program Man age;- 

Division Privacy, Officer 

y ' ' ^ v v y' i , 

1 Date signed: 

1 Name: 

! Title: 

Signature: 

.Dale signed: 

Name: 
i ale: 

t BA!u DivAum: ! Signature: I i 

Signature: | | ' 

Criminal Investigative 1 Dane signed: /•;. /.eC'Axn/.T 

Division | Name: SSA| j 

Dare s-oned: A /fyg-y 

Name. SMPA| 1 

- v V Vs C\ b 

V V s s - V. .s ss ^ 


After &« division approvals, Omars! signed hard copy pits* etedroatc copy U> FIB 0G€/P€Li r RIEII ?3S0b 
(The FBI Privacy ami CAB Liberties Officers dererrsOatcns ccmBsc. snd/er fOB approval vy;|f be recorded on the 
following page.) 


U NCR: 


ffFORj 

14-06-04-FB l-FO IA-20150417-5th-Production 






















■HA is run rc<_[; ;ii cd for the kbbwing rei:se?uU>); 

Ss stern does not collect. maintain, or dNseinlmhe tdl 
System is graodhdherod uo vs-sts-aco ixhore AdFXiOOh: no iater change' 
IriPnsmuhm a; the system relates to internal government operations. 
System has been previously assessed under an evaluation similar to a id. 
Ns? sigmikani privacy issues ter privacy Fames are unchanged;. 

.X t >ii:eis The 1PR (.'enter SharePtmn she is not as; PB1 information techno 


Prepare/revise/add Privacy Acs teKa) stahunems; bar related Ibrru.s? 


RltCORDS s he program should commit with RAID to identify/resolve nay Federal records electron 
The system may conuh?? Federal records whether or not si contains Privacy Act repaesfs and, in any e 
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L INFORMATION ABO! V THE SYST1-.M PROJECT 


! , Provide a general descripttoa of the system or project that includes; {»> earat< 
the system/projects including associated »c mm ms; ff>) structure of the 
system project, Including interconaections with other projects or systems; («} 
purpose of the sysfem/project; (d) nature of the information to the s> stem/projeet 
land how it w ill he used? it) who will have access to the Information its the 
system/projeet; (!) and the manner of transmission to all users. 


Established in 1999, the mission of the National Intellectual Property Rights 
Coordination Center {the I PR Center) is to ensure national security by protecting the 
public's health and safety; the U.S. economy, and to stop predatory and unfair trade 
practices that threaten the global economy. Restructured in July, 2008, the 1PR Center 
now brings together more than twenty investigative agencies involved in the federal 
enforcement of intellectual property (IP) laws in a task force setting. Partner agencies 
Include the FBI, k Immigration and Customs Enforcement (ICE), i PS. Customs and 
Border Protection, the U.S. Postal Inspection Service, the l .8. Patent and trademark 
Office, the Nuclear Regulatory Comm Colon, along with other Investigative and 
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i.NO Ilf om STOP.. The FT A 

isfesald fee submitted fo FBI 0€€/PO. 
j otherwise advised* ms PI A 0 reqaired. 


nopfefe sml afkr dfokloo »pprcvttf{: 
M FBI approval. Unless yom are 




1 he bbnnyoaion is i mended m be need, in co 
to indireeby identify epee die individuals. 


1 He Information car: be need io distinguish < 
is linked or linkable to specific individeals) 
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\o'V tfo K'\ I > tit k >V\0 COvC \ V, S tbs' "\ tOttO't foe;, t'sOx 
identity specific individuals either directly or indirectly fit you cheeked this keen 
STOP here after free kit up the reepmeted desccmtfoo 1 

consultants' 


5 . Is irdbrm&tion about United States citizens or Dm folly admitted permanent resident 
aliens retrieved from the systendproiect by name or other personal cent*net 

NO. | It' nn, skip in question ?.} 

. YENS, flf yea., proceed to the next question.) 

6 . Does the system/profoct eodcct any information directly tram the person u. ho N the 
stmtoet or to. ntmrmntfoe 

V N P ' e'uvut to gmxtmn " 

.YHS 

d Sues the systen a project support eunrinai ( I. or Ft I Investigations or 


Y11. S f I f yes. p nmeed to g aes do a ?.) 


h. Are subjeco o!'triformation irons ohom the mformatioa is directly collected 


ptot tded a o V v > \c s ' s s e c 

sop a he no ice 

_Ns' 5 1 i he prop mm o 01 need to nock \ 

the neeessary tbrmisul 


* form or via a 


/Implement 


Yi v Identify my -forms, paper or elects ome, uses! to vaguest sasdt 
toko tnadotr from the mfocmmloYt subject: 

.\te Y\ fo Some-hy \i{tr\'s ml .va.d. maethvmed or oo. aeon a at-..', ho ' o ;i 
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NO YES If yes, check all I Eat.'apply: 

XSAs are necessary to estabhehamnhrm the Khan as of snbieots. victims, 

system 

■'^Xs , s I\n' A\ 

The system/prcueot provides special protection to SSAs (e.g., SSNs are 
encrypted, hidden iron; nil oners via n look -op table, or only available to cerate; 
users]. Describe; 

ohNs. inxmamt 

Is the system operated by a contractor.’ 

.No. 

Yes. lmbnnatlo.n systems operated by eoniractors lor tire NBj may be 
considered Privacy Act systems of records. The federal Acquisition Regulation 
contains standard contract clauses that mast be mol need m the event the system 
collects, maintain? or disseminates PI 1 and addihomb requirements may be 
imposed as a matter of Department of Just lee policy. Cost saltations with the 
'bike tu the General Counsel may he required d a contractor is operating the 
system tor the b'Bh 

Has the system undergone Cert; heat ion d: Accreditation (Cm A] by the KB; 
Security Division (SecDf/ 

.NO If no, lodkak reason; if C'&A is peodknA provide aohelpakst 

completion dak; 

.YES If yes, please buikak the hdlms mg. if known; 

Provide date of last C'&A €ertlfleatb:.ni/re''estrtifle'atlon:: 


C.'onfkleotlahtyc: 

....Lon 

Ylnderak 

..High. 

Uod dined 

Integrity: 

Cans 

Ylnderak 

....High... 

Lodefmed 

Availability: 

Low _ 

_ Ylnderak 

LJ^y... 

; Lmdefloed 
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10. Does the system conduct daw miaow us do fined in Section 804 of the 

implementing Recommendations of the v/i i ( ommission .Act of 2007. P.L, i id- 
53 (codified at. 42 DSC 2000cc-3fo 
NO 

YES .if yes, pkwse describe the dote mining ftmeiiow 
IF Is litis a natio.no! security system (us determined by the SccDe 
NO V4I8 


12. Slants of System,' Protect: 

Tins is a new system/ project in development. Ilf yen checked this block, 
STOP, The PI A is new complete end after divisieo eneeevebs t sheoki be 
snhmitted re PB.I OOC/PCLli for fined .FBI approval end rlete.e.mmetloe If 
P.1,4 eed/er ether .anions ere regforedd 


f!I, S\ 


YES If yes. indicate which oi the folfovvirw changes were involved f mark ell 
dmngee that apply, and provide brief evplenat.it.ee for each marked change): 

A conversion from paper-based records to an electronic system. 

A change from Information m a formal that is anonymous or now 

A new use of an If sy AenOpwicci. incfodtnc upplication of a now 
technology, that changes how information in -denufoible form is ioanuged. 
(For esumpie. a change that would create e mote open environment and/or 

A change that results in information in Idem shame hem being 
mewed, centralized, or matched with other databases. 
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A nc'vv method of authenticating the use of end access to 
infortnadost in kkntrna.bie tCrm by members of the public. 

A systematic incorporation of databases of insbnnatiors in 
meotibabk term purchased or obtained iron's comsooroud or public source 

A nets interagency use or shared agersey function that results in 
ne's uses -a;' exchanges or mibrrnation in identifiable tbrro. 

idem-ftabie tom, 

host's being added into the systesiimroket. 

Changes do not involve a change in the type ■ d records maintained 
the individuals ors svhom records are ura.anai.oecL or site use or 
dissemination of information front the systermprojece 

Other f Provide brkferq.fomationi; 

NO YES 


a. Provide date/title of the P! A: 


IThe PTA is tsots complete atsd -after division approvatfo; xhet.dd be submitted to 
FBI QGCYPCfLO forfkml li'BI approval and defomrfotkhsa APIA a ad/or other 
art.to ns -are mpsmiji 
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Idem; Fable fgfiH p-stch^ed e . ' \*J Foe cos:se:clnl 4 public sosb'CS. 

\s vs c;: % o? ubcnunicn Is oloreUnMc 

\ change bun' riS-sus F :; s ee nr ..lou-nure s " ■» m 

ss'":"\-' :s- ' 

v change eNj rt s nr see 3A cl lose nun: on Is klemifiable 

K being added Into be >> -\ ' codec?. 

SM\ ' s ' C ■; S 'S 

:V n'slvci'cs'v nc "»lv\ reccrcB use ?no|FljKlned : >\ : \ me or 
doeemsasFon ehan mcsnco Fes? the 

Other IFs'cvkic brief esplssatiosj: 

_NO ._YS 

If yes: 

a. Pmmk dstte/ttik of else P$A: 

n. Hie \V$ yAlj§ i ' s?ie\ ' 4^0' r> ' -''-s' ehasges s she ' \ 

NO .Via 


I Tie f>?A is? son fesn.gkae nub hke r 4sv ■.< b>s ;;■ gu.::• nruIrk Free lb S i- riSse; Ikes k 
FBI OCCiPCLI ler Ibid FBI ^ppsis so oc| ^eersueO-e If FI ? aches- Flier 
eellosss are scissiscil-l 
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FBI PRIVACY THRESHCMJ) ANALYSIS (PTA) 


Ceyamdem 



SVMMR S\*It M HPMK T; [ 

1 b7E . 

Derived 1 nun: Molne c Source? 

SYS'O M PROJI i I POC 

FBI OCCVFCIJI FOC 

i (Darn died IF: Progreso Manager 

>Aoe:| 1 

Fame: 

Ivesnem: Sootce* Methods 

Progsasn educe |_| 

Dnum: 

1 Bed asm IV On: TIB 

Dunne, 

Room Number: 

1 

1 



Room Somber: 63#7 



b7C 

b7E 


FBIOIVISlO.NIM'KIiMEDIMr. \PPR<>\ MS 



or X' Manager o 'V o<'\\ w \. 
e\ivm' x > mLD VDKODD’nos s 

Fdm.vim hbsuy Dt>ves 

Program DR bloc: 
WVIDI) 

Signed; re 
Date Mgr 
Name ip - 

1 F. 

Signature: 

Dam signed: 

-Bams: 

\A 

*'• llfh j 

Tide Sd 

p-“n- 

?B HOI)'' m t 

WMDD 

mgnakm 


Signature: 

Dm& signed: 

watt? standd o w 

Name:| 1 

>-»-k| 1 

Tub: Unit Chief 

k Oh m- 1 ' i' e 


Mt«.r all divlsfca* approvals, ibrward uigm& &;ml copy $d»* Adreak mpy to FBI OGC/FCLU (JEH 7338). 

(TheFBI: Privacy cod Civil I IKvyevOilcers dekrudnadons. o-iv-iwk srsd/orfmsd approval x- ill feerecorded on the 
ioHowing page,) 

Ifptm Bnsl FBI. npprrmR, FBI OCC/BCLF will dklrikme m Inflows: 

1 - Signed original to tile I 90-HQ-C132I794 (Iwdto JBB IB204 via PA-520) 

! vUXKnefUv yltO'u prlf§ repy>dm.v. %p rax ace lor Puyuot Donum fiDnd \ 

O C N \ m c ov ' v F oo „ o v x v ' Os ^" o? r - Dv( 0.: 

,s cl • s ix<i u h t- so \ o 'u'Yi Me \ u m v <. ' . A"' * \ l v v C 

2 - - HI 0010 i > 1 H' v'l li So . ' | | ___^ I - PCI. F Library 

I - FBI SecD/AU (dec. copy: via e-mail to UC| [: ! - PCLU Tickler be 

- | | hl 
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b7E 


FINAL FBI. A.PPROV.4L / BETERMI.N\4Tl'ONS / €ONi>rfIOAA: ITOR wl.0 Be mmpMsd by thy FBI 

\ Fa bbb^ '"-o ' ' N ' Ow.se ? \1 biCll 1 ' 1 ' xNh nA 0 ^ , A/ '-■>, " _ 



j< F;.\ is rxu requeue iorshe ioi;csvffig reuss;n(sq; 

S> sunn does use codecs, uuiousb, or oisseooobc PH. 

Sysqeos is greoddebred (is esobesscc eebre 4/17/2003; no- hu-r dne;ges p<-sbg sign d bus privacy robb. 
bSonuetbe b ids system rebuts so b-cmb govensmmn ogeosnons. 

Sysbm hss fceee previously issseseed seder sm es sixes; 1- -e slmdar so s 01A 
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b7E 


2, Does the system/project enfk«h or dkmmimtt my &bmi individuals m 

i4anii£mb le form, ie., k mf&rnmtkm linked to or linkable to specific .iMividhals (which is the 
definition of personally identifiable information (FI !.))? 


.NO. | If" no, STOP, The PTA Is now complete and after division approval(s) shook! he 

vubmittul to 18! OlICN'POd for final FBI approval. Unless yon arc otherwise advised, xm 
PLA is required,| 





























s:' ! 'sV '0 sit vmt cruxhob *h*\ hWh. VRsf. 

1 he n \ sv^x eomfMe *$ul e*tu sm^o'txXh^s ^K>nbt be Mshesssheh 

tx' I bi Ot't ih 1 i tx«» m>eh Fiii a>s4 4' let erne*''sea «' FI X x^xt e* 

artless are respires! ,]. 
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FINAL. FBI APPROVAL / DETERMINATIONS / CONDITIONS 


_HA is required by the E43evemment Act. 

X FIA is m be completed as a matter of FBI/DOJ discretion. 

is HA to he publ ished m FBI. {30V (after any RMD FOi'A redactions}?_Yes. X No (indicate reason): 

The contents of the | ~~| plA will he classified; it is therefore not feasible to publish the HA, 

F1A is not required for the .following reason) sV. 

■ System does not collect, maintain, or disseminate Fit 

System is gnmdfethered tin existence bcfe'O 4/17/2003. no later changes pe>.:re significant prhaey risks). 

.Information in the system relates to internal government operations. 

_System has been previously assessed under m evaluation similar to a PI A 

_No Significant privacy issues (or privacy issues are unchanged). 

____ _ Other (describe); 


Applicable $ORN(s);_ Central Records System ICRS). festieo/FBI-002 .. 

Kmify FBI RMXVRiDS per M.IOO 190.2,3? N o X Yes-See sample EG on PCLU intranet website here: 

hnp://tm.me/DO. ; OGC/l..'T'B.FCI..l.{ ; ihiv:neyCi^ii':'L20Libe!ties?HG0Libfasmhbrm_ldr_nhngl90-2-3__ee.u'pd 

SORN/SORN revision(s) required? X No _Yes (indicate revisions needed): 


Prepare, evise/add Privacy Net (e)(3) statements forreMed forms? No Yes (indicate urns alTeete : 
N/A 


RECORDS, t he program should consult with HMD to identifyfeesolve any Federal reeords/eieetrouic records issues, 
i e system may eont.au: Federal iccoids whether or not it contains Privacy Act requests and, in any event, a records 
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this 
as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates, 

At 


.......____ 

Flushed: Ross Withreli j Signature: /s/ f 

Acting Deputy General Counsel and | Date Signed: 1 6 lK «4aM(/ 

FBI Rn < ac s an U'ndi feertses Office* j ' d 
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b. Arc subjects of InfruTnaiton front whom the information is directly collected 
provided a written Privacy Act (e)(3) statement (either on the collection, form or via. a 
separate notice)? 

NO (The program will need to work with PCLU to develop/impkmeul 
the necessary form(s),| 

_ YES Identify any forms, paper or electronic, used to request such 
information from the information subject: 

7. Arc Social Security Numbers (SSNs) collected, maintained or disseminated from the 
project? Fi.il! SSNs should only be used as identifiers in ii.rn.ited instances. 

.NO .X.YEi# 1 


X SSNs are necessary to estabbsb/eonifrrn the identity of subjects, victims, 
o v'ovi ot ounces "t th.s law cr ycemem -t - no uv ux txm A 

s s\s t w mm ' m v -* i ^ s o t ' v 

syslar!. 

X SSNs are important for other reasons. 


X _ The project provides special protection to SSNs (e.g., SSNs arc encrypted, 
hidden, from all users via. a look-up table, or only available to certain tisersy 


;S 


.It is not feasible tor the system/projeet to provide special protection to 

'AN' ! spimm 

If Is fire project operated by a contractor? 

No. 

Yes. Information systems operated by contractors for the FBI may be 
considered Privacy Act systems of records. The Federal Acquisition Regulation 
contains standard contract clauses that must be included in the event the system 
















fv\ vyn, \a v ^ rx?N mojr*'rs 

the systcmAu'oiect developed? 

A el as me s ye terwpmi eet tmdergone an}' signs Be ant changes a 
NO gif no, proceed to next question B0.3}0 


YES If yes. indicate which of the foliowing changes were involved {mark oil 
dotages that apply, ami provide Brief expianarkm for each marked change): 

A conversion from neper-based records to an electronic system. 

A change .horn information in a format that is anonymous or non- 
identifiable to a format that is identifiable to particular indi vlduals. 

A new use of an O' system/project, foerndkg application of a now 
voon.nci.ogy; that changes how information in idenificbfo form is managed. 
(For example, a change that would create a mere open environment and/or 
avenue far exposure of data that previously did not exist.1 

A change Chat results in information m identifiable form being 
merged, centralised. or marched with other databases. 

A near method of authenticating the use of and access to 
w.fomvniou in identifiable form by members of the public, 

A systematic incorporation of databases of information in 
identifiable form purchased or obtained front commercial or -public sources, 

new uses or esedanges of information in identifiable form. 
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Other [Provide brief evidanodoop 





a. Provide date/dtle of the PI.4: 

h. lOathc systern/prcoect undergone any rd go i (leant changes since the IMA? 
.NO .YES 

[The PTA b mm complete ami after division approval^) should he §« (muffed to 


FBI OOC/PCLIj her final FBI approval and dele run nation if P.1.4 ami/or other 
actions are reoidredd 
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does no* contain the actual names of individual users or specific personal identifiers. It 

o,us hovvexe m m tet V\ y de 5 ihk > t _^_£> 

-* x .. x's r d sox ento'v o \ " no \\. - <. iF I I 

j yes s*'' n the Secret EncJ&x * - ■> \ idergr a ee ,. * o 1 

seta accreditation, 

C\ Complete checklist (ell must foe checked as being accurate for tins 
data fo ase/ap p licatifon) 1 

X 1. htiornution In the system identifies individuals, either directly or 

indirectly. Ait mar, nts.cn roe be identified Indirectly through a combination of 
descriptors such gender, race, birth data,, geographic indicator, license number, 
or license plate number/ 

,X_ 2 T he ssstem doris es mil>nnafmo from FBI revsmk o h ered by ox otmg Pn uses 

Act system of records notices fl^p:fsitia.i>i,govAec_sysJttrnf regardless of 
fermat in uhick thoserecords aie maintained seel m from information that is 
publicly available at no cost, 1 i f Information corner horn I- Bl records that are nt a 
covered by extsttitg systems of records uotlces, contact tile PO. I' t 

X 3. Neither commercial data nor paid subsonptkm service data is included hi the 
database unless that Information is derived horn existing FBI records, 

X 4, Toe system can be accessed only by members of a particular office, coir squad 
or other amtihtr FBI entity and -barmg of iniormution ts bused m Icily on at* 
operational need to know. 

„„X„. 5 The system tv hot used mr purposes of palterd-batied da,a mm ,ng 

JL" 0 Pvttu ,utd eontmocb access to the system is subject to pemtlsMon controls 
enforced by b HI supervisory personnel, including t n use of access. passwords 

e Access to the system cun be audited. 

„,X,,. 4 fhe system is pan of an established platform 011 which a Security Cerdfkation 

and Aeerebitaihm has been performed. 

,,X; ::: A The system was developed after Anrtl 17./ d ~ 

JL IV- If the system maintains information about l- $, citizens or legal permanent 
residents, it is covered by a published Privacy Act System of Records Notice. 


S,'snsxvxr.n aorot \'sm,su ' m ulmtoAra a; S'tnwn.x", "„ s \t nm 

! ' v sns>' umc. amu ncma \>aV t ", a !vm>"'\luV t, nee tkaxsic sk>s oxtawd m a 

' X \ 'S'' ' X Up, N ' ! x x ~ V" 

OUCiASSIFIED/fFOR OFFICIAL USE ONLY 
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1>, II a database eontains information that may be ennsidered 
settsltive/controversbd or Is maintained ns part of a larger FBI program, the 
database admmMrstor or program manager lor division privaey officer) most 
iummli with the FBFs OBke of the General Counsel Privacy and Civil Liberties 
Unit about llse potential need to assess the privacy risks its a separate FLC 

IT File Cotes {summarise any additional information that may be warranted for 
record purposes, e.g.« coordluarkut svfth OGC, etc.): 


xlT^OX |\tv OH- 1C! \l \ 


j Program Manager {tit other appropriate 
official as division determines'; 

| Division Privacy Officer 

"sipnntiire 

1 Signature: 

X s ■" f 

! -hoe mv..o "-5' !S f" 11 

! Name:| 1 

! Name: I - - 1 

1 'Title: Unit Chief} Tnalytlea; Tools 

1 Soppoit t an 

i Title: IT Specie list, Iniormaffim 
i Technology Branch 


DISTRIBUTION: 

- File signed onninid (or copies} in one or more official division/prograo; dies lor 
docurnenumoo.. inspection, records, end other oversight purposes, 

- Forward copy io the FBI Privacy arid Civil Liberties Unit i Ft'Ll } ULH 73501. 
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hold Analysis (PTA) Cover Shi 


ogtatrs Manager 
r other apuropmu 


Dv V5U»0 
hopv signed 
Name' 

Tide: 


fog" S'.U C I 
Date e tgfesr 

Name: f 

. ol* V- 


Deputy General Co unset 


oss* ' v cP n 

i • Onginai signed copy to IfofHQ-Ci321794 

> ■■ DOi Privacy ana Civil Li bodies Onke-Main justice, Rt 
i > FBI. DC 10 

1 - FBI SecD (cReironic copy via e-mail) 

2* - Program Dtviaton PGC /Privacy Officer 
fo s - FB1H0 Dmymo FOG /Privacy Off car 

off case reproduce m needed for ProgratrCDivisiott f lei 
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t INFORMATION ABOUTINF: SY STEM / PROJECT 


I - Frovide & general description of the system or project that includes; name of tin- sv sfem/|>ro jor L 
including associated acronyms; structure of the xysiem/projeef, purpose; natere of the mfonntsfhm 
m the system sod how It •will he used: who will have access to the loformotteo in the system »»d the 
ouooet el tnuvnm’-aen e,il uhw « i » v - N i V 

Pkm, I f a v nil able, or Ron; a Concept of Operations document,. and can be cut and pasted here,): 

This prelect no elves a proposed technical oparade to the Automated h-neerpnm kknlBkalmn 
System {Af lSi f I whlch is used to process fingerprint submissions that have b 

been provided to the Cksminal Justice InhsrmaBon Services I CHS.} Division for authorised national 
security. criminal and civil purposes. This upgrade will increase the .APIS' processing capacity and 
processing speed to provide use CBS Division with the interim teehmeal capacity to ornery process the 
ever increasing number of fingerprint submissions, which is a critical part of CBS DivisKafs mission. 
Increased capacity issues will be more thoroughly addressed during the aeguistaon of Next Generation 
hierfoikadon C-;G1) technology; in the meantime, this interim solution will permit the FBI to meet its 
current mission needs.. 

As background, the FBI maintains an automated database that integrates criminal history records 
including arrest, in.ioronu.ion and corresponding disposition information. sabmided by Federal, State, local, 
tribal, and certain foreign criminal justice agencies.. Currently, the FBI maintains criminal history records 
o.n. mom than 56 million different individuals, with many of the individuals having multiple entries of 
separate encounters with the criminal justice system. Those records am searchable for various established 
purposes, and the preliminary electronic search .is performed by the FBl/s Integrated Automated. 

Fingerprint klemifleati.on System ffAFlSfo 

The AITS Segment of LAPIS began to experience performance and dally throughput capacity 
issues in January TOO8 due to a significant increase in electronic subrmssmnex It has become cleat that 
to address these performance issues, the IA FIS needs to he tecimicany upgraded or enhanced So ensure 
current criminal and ci vil fingerprint processing will not be ueeatho h Impacted. The entreat system 
architecture Is based on ] | however, upgrade capabilities are 

hot ;,\1 'with ml - t.mAhoir.umo | I conBauratloo currently deployed is no longer 


: The FBI has sTiAd tec fTwwpmu kfoummtsrn Tad Sviwtrfo-WT: • .TeisiTYfoOWo 
ss a Privacy At: sysrtsn of records io support ideodlteahort an erst-urnd Teem meow enbmvmoo 
Toeuoos for focal, state, tribal, asvi T-terX eneusT jostlct: agendas, sad for umiceuusuu justice mercies 
son other cmmes. where amhorired by Gderfo swam statute pursuant to IT ole Law gw 544, Preslde-tee! 
mown ve or bar, or rrpdcTw or tester of the ATomey General of the United bones (bee pg Q v g (gw ;j; 
(04 t R .fP e l,'. y?ga" i j fAihS w e coomooeet of the HRS. providing en seWorUed dsgemnstf search 
cueslohg. latent tinge "print match tceaeutey, Teeners:; insane stomas;, soO Tecnork esdusrss; of 
dinaaprites ssrd responses TIT. A fig f; so ;om the corapereri oi'lAFiS which sseTafo srsxcssns tee 
aeOSioaleti fteoctpnn: tsuopsnsou;: conducted by lAUIS 

The C,Ub Drefors; processed appmseoa-dv 55.5 asTTu kocssrpma :a;brsess lees. during Fecal 
Yen AHA. mu FV IDCD Is expected to bo umbers higher. 
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For efficiency, a system owner or program manager can be aided in making the determination of whether a PIA is 
required by conducting and following Privacy Threshold Analysis (PTA). 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The 
questions are as follows: 

I. Was the system developed prior to April 17,2003? 

H VES 

n * 

(If the answer is "yes" proceed to Question 1.) 

(If the answer is "no", proceed to Section II.) 

1. Has the system undergone any significant changes 1 since April 17, 2003? 

I! yes 

R NO 
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Patrick W. Kelley 

Senior Privacy Official, Office of the General Counsel, Federal Bureau oflnvestigation 
Department of Justice 
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FBI Privacy Threshold Analysis (PTA) Cover Sheet (ogc/pclu (Rev. 07/06/07) 


NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted f'LEOKA) 


FBI SYSTEM CONTACT PERSON 

Name: | |Unit Chief 

FBI OGC/PCLU POC 

Name: I I 

Program Office: Uniform Crime Reporting, LEOKA program 

Division: CJIS Division. LATSS. CSMU 

Phone: I j 

Room Number: Module E-3 

Date PTA submitted for approval: 

Phone :| j 

Room Number: 7338 


FBI DIVISION APPROVALS. A PIA (and/or PTA) should be prepared/approved by the cognizant program .management in 
collaboration with IT, security, and end-user management and OGC/PCLU. (PiAs/PTAs relating to electronic forms/questionnaires implicating 
the Paperwork Reduction Act should also be coordinated with the RMD Forms Desk.,) If the subject of a PTA/PIA is under the program 
cognizance of an FBiHQDivision, prior to forwarding to OGC the PTA/PIA must also be referred to the F8IHQDivision for program review and 
approval, if required by the FBiHQ. Division. 



Program Division: CjIS 

FBIHQ. Division: CjIS 

Program Manager 

Signature: 

/s/ 

Signature: 

(or other appropriate 

Date signed: 

4/30/2008 

Date signed: 

executive as Division 

Name: 

1_1 

Name: 

determines) 

Title: 

Unit Chief 

Title: 

Division Privacy Officer 

Signature: 

/s/ 

Signature: 


Date signed: 

5/19/2008 

Date signed: 


Name: 

1 1 

Name: 


Title: 

Division Privacy Officer 

Title: 


Upon Division approval, forward signed hard copy plus electronic copy to OGC/PCLU fjLf I Room 7338). 

FINAL FBI APPROVAL: 


FBI Privacy and Civil Liberties Officer 

Signature: 

hi 


Date Signed: 

5/20/2008 


Name: 

David C. Larson 


Title: 

Acting Deputy General Counsel 


Upon final FBI approval, FRi OGC will distribute as follows 


1 - Signed original to 190-HQ r C1321794 


1 - DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 

2 - FBI OCIO / OIPP 

1 - FBI SecD (electronic copy via e-mail) 

2* - Program Division POC/Privacy Officer 
2*- FBIHQDivision POC /Privacy Officer 

(*please reproduce as needed for Program/Division file(s)) 


1 - OGC\PCLU intranet website 
1 - PCLU Library 
1-PCLU Tickler 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted 

For efficien cy, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment 

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA). 

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to 

identify and resolve any records issues relating to information in the system. 

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows: 

A. General System Description: Please briefly describe: 

1. Type of information in the system: 

In the instance of a line-of-duty officer death, the case agent from the jurisdictional FBI field office sends a 
notification EC to the FBI's LEOKA program. Within this EC, details include the description of the circumstances 
surrounding the death; victim officer's name, rank, date of birth, and law enforcement experience; offender's name, age, 
and current status, such as deceased, at large, or arrested and charged; and survivor information, such as names, ages, 
addresses, and relationships to the victim officer. In addition, the LEOKA program is notified of officer assaults 
involving injury with firearms or knives/other cutting instruments by the monthly UCR collection. This monthly 
collection is aggregate totals only and does not include any personal information. 

In response to both notifications, the LEOKA program's staff requests that the victim officer's employing 
agency complete Form 1-701, "Analysis of Law Enforcement Officers Killed and Assaulted," to obtain additional details 
concerning the circumstances surrounding the incident. For line-of-duty deaths. Form 1-701 is provided to the victim 
officer’s employing agency via the case agent from the jurisdictional FBI field office, and for officer assault incidents, 
Form 1-701 is provided to the victim officer's employing agency via the State Program or directly by the LEOKA 
program’s staff. Form 1-701 is used to collect the victim officer's name, rank, total law enforcement experience, date 
of birth, gender, race, height, weight, and circumstances surrounding the death or assault of the officer. Offender 
data collected includes name, date of birth, gender, race, height, weight, place of birth, current or known residence, FBI 
number, and criminal histoiy. Upon receipt of the completed Form 1-701, the information is stored within an 
electronic database utilizing Access software. 
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) 

NAME OF SYSTEM: Law Enforcement Officers Killed and Assaulted 

If an officer has been feloniously killed, the International Justice and Public Safety Information Sharing 
Network (Nlets) is utilized to transmit an All-Points Bulletin message providing preliminary information concerning the 
circumstances surrounding the felonious death of an officer. These Nlets messages are also stored in the electronic 
LEOKA database. 

The above-mentioned survivor information is maintained by the LEOKA program's staff in paper-based 
format; however, it is not currently stored in the electronic LEOKA database. The victim officer's agency information; 
victim's name, age, and law enforcement experience; survivors' names, ages of children, and addresses; and a brief 
description of the incident are provided to the White House for condolence purposes. 

a. If the system is solely related to internal government operations please provide a brief explanation of the quantity and type of 

employee/contractor information: 

Not applicable. 

2. Purpose for collecting the information and how it will be used: 

Officer killed information is collected to report the number of incidents and to help law enforcement/data 
users better understand the situations which lead to officer deaths. Also, contributing law enforcement agencies 
report their officer assaults, identifying the instances that resulted in injuries. In addition, contributing law 
enforcement agencies provide expanded data on those officers who sustained personal injury from a firearm or a 
knife/other cutting instrument. Officers killed and assaulted data are collected and annually published in an effort to 
assist law enforcement training programs and ultimately improve officer safety. However, these publications do not 
contain personally identifiable information. 

3. The system’s structure (including components/subsystems): 

The system is an MS Acces j | The data is maintained at the CJIS 

Divisior | | 

4. Means of accessing the system and transmitting information to and from the system: 

The LEOKA database system is accessed through FBINET utilizing a username and password. Information 
supplied on Form 1-701 is entered into the system by the LEOKA program's staff. 
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